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Popis projektu

= Novy projekt

= Projekt este neexistuje
= Browser fuzzer

= Hl'ada bezpecnostné chyby

= Fuzovanie CSS, DOM, HTML, JavaScript
= Ako sa bude pouzivat’

= Program bezi nonstop

= Ak browser padne, program to zaloguje, znovu sa spusti browser a
pokraCuje bez zasahu operatora

= Motivacia
= The Mozilla Security Bug Bounty Program ($500 - $3000 odmena)
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Moja uloha v projekte

= Naprogramovat’' komponentu HTTPServer

Jednoduchy HTTP server pre potreby fuzzeru
Podpora HTTPS

Po requeste z webového prehliadaca, zoberie vystup fuzzeru,
vytvori z neho adekvatnu www stranku a posle ju prehliadacu.
Zaroven pomocou rozhrania medzi HTTPServrom a hlavnou cast'ou
programu zasle informacie o bolo fuzovane a akym vstupom.
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HTTPServer
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main(char) : int
runAdl : woid
main Fork() : void
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+ munClientichar) : woid
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sdd Tag{Struct®) : boolean
cregte TextfStruct®) : char®
free Struct{Struct®) - boolean
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TEST CASE
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server/fuzzlib.h:84:39:
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gcc
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L snuf

E: /cyadrive/t/nuf-fuzzer

-pedantic -Kall

-ansi -pedantic -Wall

-¢ -ansi -pedantic -Hall
-ansi -pedantic -kal

!\A!
-pedantic -Hall

nuf-fuzzer.o nuf-fuzzer.c -c -ansi

server/server.o servers/server.c -c

server/ifstruct.o server/ifstruct.c
server/fuzzer.o server/fuzzer.c -c

from server/fuzzer.c:25:

warning: unknown escape sequence
client/browsercon.o client/browsercon.c -¢ -ansi

error.o error.c -¢ -ansi -pedantic -Wall

lo?ger.o logger.c -c¢ -ansi -pedantic -Hall

nuf -

fuzzer nuf-fuzzer.o server/server.o server/ifstruct.o server/fuzzer.o client/browsercon.o error.o 1

-fuzzer -rc "\"../../c/Program Files/Mozilla Firefox/firefox.exe\"

localhost : 666" -p 666 -en 3
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applet;alc:7:;4;13;4:13;3:110;:024, 7249213525594 5;7212410;0211052136,474713;4211025;292110;:8:7:26

12 00:57:15 2011

applet;height;4;4:;410;9;7;9;110;8;7;47-55;1:410;6,;7;4;2:3;110;6;110;6;7;7:;2:9;410;8;55;2-4;59;410;6;55;9;110;:7;55,;0713;2:55;6;13;5

12 00:57:21 2011

applet;width;410;5;4;2;7:;3;110,;7,55,1;110;1;13,7,410;9,55;0;4;1,4,3;13;9;55;5;4:0;410;1

12 00:5T7:24
DOWH

2011

12 00:57:26 2011

applet;yhspace;2;3;13;0;2:3:55;7;13;8:49:60,2:9;110,4;13;2;55;3:13;4,110;0,;13,5,410;0,410;3;755;2

12 0D:57:27 2011
applet;vespace;13:3:4:;7;110:2:4;0:2:3;410;,7;4;8255;7,410;8,410;4
12 00:57:30 2011
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12 0D:57:33 2011
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‘L Spolupraca

= SVN
= ICQ
= osobné schodzky

r - |
4" Log Messages - Ph\svn\nuf-fuzzer - - @m
Fram: 8, 5.2011 - To 17, 5.m11 - s Messages, authors and paths
Revision Actions Author Date Message

8 O _strelmic 1:46:16, 12. kvétna 2011 RELEASE: nuf-fuzzer 0.0.1 pre-release
7 & zufik 1:22:36, 12, kvéma 2011 pravene hlavicky a niektore komentare,
3 + strelmic 1:16:18, 12, kvétna 2011 Webové stranky nuf-fuzzer.org
5 o4 zufik 1:06:18, 12, kvétna 2011 Zakladny fuzzer pre fuzzovanie HTML, fuzzlib so zoznamom niekolkych HTML tagov a payloadow,
4 @ strelmic 16:58:11, 11, kvétna 2011 Upravy v logovani udalesti, pridana fflush,
3 4 strelmic 14:16:33, 10, kvétna 2011 Movy browsercon, logger, error. Pridané logovanie do fuzzeru a browsercontralleru,
2 & strelmic 18:57:25, 9. kvétma 2011 Test commitu
1 o strelmic 15:13:02, 8. kvétna 2011 yytvorenie zakladnej Struktiry projektu, naprgany server a rozhranie ifstruct,
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i Zaver

= Prva faza projektu sa celkovo podarila

= Malo Casu
= Zmena zadania - podpora HTTPS, na viac administratorska cinnost’
a publikovanie (nuf-fuzzer.orqg)

= Zatial' len velmi jednoduchy HTML fuzzer
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Dakujem za pozornost




